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Abstract 

This report assesses how the emerging market for context-aware information can be 
applied to solve future identity management needs. It proposes a framework for context-
aware identity management that builds upon existing and future authentication and 
authorization infrastructure to deliver a more robust set of solutions for network 
providers, enterprises, IT operations and consumer-based services. It also addresses the 
role of context-aware identity management in supporting the need of federated 
authentication and authorization processes when the context management functions 
reside in a different domain. 

Foreword 

As a leading technology and solutions development organization, the Alliance for 
Telecommunications Industry Solutions (ATIS) brings together the top global ICT 
companies to advance the industry’s business priorities. ATIS’ 150-member  companies 
are currently working to address 5G, cybersecurity, robocall mitigation, IoT, artificial 
intelligence (AI)-enabled networks, the all-IP transition, network functions virtualization, 
smart cities, emergency services, network evolution, quality of service, billing support, 
operations and much more. These priorities follow a fast-track development lifecycle: 
from design and innovation through standards, specifications, requirements, business 
use cases, software toolkits, open source solutions and interoperability testing. 

ATIS is accredited by the American National Standards Institute (ANSI). ATIS is the North 
American Organizational Partner for the 3rd Generation Partnership Project (3GPP), a 
founding Partner of the oneM2M global initiative, a member of the International 
Telecommunication Union (ITU) and a member of the Inter-American 
Telecommunication Commission (CITEL). For more information, visit www.atis.org.  

http://www.atis.org/
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Notice of Disclaimer and Limitation of Liability  

The information provided in this document is directed solely to professionals who have 
the appropriate degree of experience to understand and interpret its contents in 
accordance with generally accepted engineering or other professional standards and 
applicable regulations. No recommendation as to products or vendors is made or should 
be implied.  

NO REPRESENTATION OR WARRANTY IS MADE THAT THE INFORMATION IS 
TECHNICALLY ACCURATE OR SUFFICIENT OR CONFORMS TO ANY STATUTE, 
GOVERNMENTAL RULE OR REGULATION, AND FURTHER, NO REPRESENTATION OR 
WARRANTY IS MADE OFMERCHANTABILITY OR FITNESS FOR ANY PARTICULAR 
PURPOSE OR AGAINST INFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS. ATIS 
SHALL NOT BE LIABLE, BEYOND THE AMOUNT OF ANY SUM RECEIVED IN PAYMENT BY 
ATIS FOR THIS DOCUMENT, AND IN NO EVENT SHALL ATIS BE LIABLE FOR LOST 
PROFITS OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES. ATIS EXPRESSLY 
ADVISES THAT ANY AND ALL USE OF OR RELIANCE UPON THE INFORMATION 
PROVIDED IN THIS DOCUMENT IS AT THE RISK OF THE USER. 

NOTE - The user’s attention is called to the possibility that compliance with this standard 
may require use of an invention covered by patent rights. By publication of this standard, 
no position is taken with respect to whether use of an invention covered by patent rights 
will be required, and if any such use is required no position is taken regarding the validity 
of this claim or any patent rights in connection therewith. Please refer to 
[http://www.atis.org/legal/patentinfo.asp] to determine if any statement has been filed 
by a patent holder indicating a willingness to grant a license either without 
compensation or on reasonable and non-discriminatory terms and conditions to 
applicants desiring to obtain a license. 
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 Introduction – The Future Context-aware Ecosystem 

One of the most significant industry trends is 
the evolving marketplace for contextual data. 
Technology advancements in Internet of 
Things (IoT) sensors and devices, edge 
computing and storage, and a massive number 
of connected devices, are creating the 
abundance of contextual information available 
to networks. The growing need to effectively collect, manage and analyze this 
information is driving the development of new solutions that can effectively discover and 
apply context-based information to meet future market requirements. 

The growth of IoT-based 
contextual data is creating 
new opportunities for 
context-enabled services 
and applications. It is the 
combination of IoT device 
growth and the expanding 
market for connected 
devices that is accelerating 
the availability of contextual 
information. This is further 
illustrated by the 
exponentially higher growth 
rate of IoT data with respect to data growth in general. 

In most applications, context produces a higher intrinsic value for information versus raw 
data. Context-awareness infers that either the data, or the associated metadata, delivers 
some additional information about the environment surrounding the user, device or 
object. In this way, context-awareness will typically offer a greater level of reliability and 
usefulness surrounding the source and application of the data.  

 

  




